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CYBER
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How to protect your business from
cyber criminals and ransomware

What is Cyber Essentials
it will help your business

Free to attend event for minority owned'b
Q&A in English, Punjabi, Hindi and Urdt

NCSC-Certified Training in Cybersecurity& Privacy Essent'
15th March - Birmingham 4th  April - Birmingham
16th March - Leicester 5th April - Derby
R EG ISTE R TO DAY ' 17th March - Coventry & Warwick 6th April - Nottingham

5:00 pm - 8:30 pm

14th March - Wolverhampton 31st March - Hounslow

info@cm-alliance.com For further information or to enrol visit
+44203 189 1422

cm-alliance.com https://www.cm-alliance.com/dcms-cspe
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Businesses will be able to attend
the sessions during March and
April 2022 at locations across the

Midlands including:
Wolverhampton, Birmingham and,
Coventry,

https://www.cm-

alliance.com/dcms-cspe
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Cyber community workshops - Midlands

A career path for your child in Cyber Security

«  free  community  cyber

o e e (j R

LR TR i 380/ supported |Dopartment for workshops
scHOOL D TR G e by igital, Culture,

SEat, 9 ‘ Media & Sport

«  https://www.schoolofcoding
24th Feb- Smethwick ]
ssthEeus B Ualey uk.com/cyber-security-

26th/27th Feb- Walsall
5th March- Derby
5th/6th March- Wolverhampton WorkShODS/
6th March- West Bromwich
12th March- Leicester
12th March- Northampton
13th March- Nottingham
19th March- Wolverhampton
19th March- Leicester

The workshops will 26th March- Wolverhampton
provide an understanding 26th/27th March-Coventry

of what cyber security is and 2nd April- Coventry
means, with advice, guidance 2nd April- Smethwick

and fun activities for families.
The sessions will also deliver inspiring

information on the educational path for
careers in cyber security.

Book your free family places now!

schoolofcodinguk.com/cyber-security-workshops/
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Cyber Explorers
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LEARNING

Welcome to Cyber Explorers

Afun, free and interactive learning platform for future Gigital superstars, An
exciting addition to UK cUirriculum delivery or after school activities,

/ \

| Register }
S
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Cyber Explorers for 11-14 year-olds across the UK to pursue

interests and subject choices

Informs pathway to a potential cyber security career through the
education system.

Learning platform, guiding participants through a series of
characters and episodes in order to explore how cyber security
can be a broad and exciting subject and career choice.

Cyber Explorers complements the existing CyberFirst programme
of activities, which is led by the National Cyber Security Centre.
Schools in Birmingham are among the pilot areas to hold
educational events for pupils and teachers.

Schools and individuals can register here -
https://www.cyberexplorers.co.uk/. More info can be found here

https://www.gov.uk/quidance/cyber-explorers
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National Cyber Security Centre guidance

Following Russia’s further violation of Ukraine’s territorial integrity, the National Cyber
Security Centre has called on organisations in the UK to bolster their online defences.

The NCSC — which is a part of GCHQ — has urged organisations to follow its
quidance on steps to take when the cyber threat is heightened.

While the NCSC is not aware of any current specific threats to UK organisations in
relation to events in and around Ukraine, there has been an historical pattern of cyber
attacks on Ukraine with international consequences. The guidance encourages
organisations to follow actionable steps that reduce the risk of falling victim to an
attack.
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National Cyber Security Centre guidance

> We're urging UK organisations to strengthen their cyber resilience in response to the situation
in Ukraine.

> While we haven't yet seen evidence of the UK being targeted - guidance will allow
organisations to build resilience and stay ahead of potential threat

> Here are some actionable steps that reduce the risk of falling victim to an attack, including:

m patching systems;

m improving access controls and enabling multi-factor authentication;
m implementing an effective incident response plan;

m checking that backups and restore mechanisms are working;

m ensuring that online defences are working as expected, and,

m keeping up to date with the latest threat and mitigation information.
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National Cyber Security Centre guidance

We would also encourage you to follow the NCSC'’s social media channels: LinkedIn
and Twitter for further alerts and updates._If you have any questions, please contact

enquiries@ncsc.gov.uk who will be happy to assist. Below are links to more
information to support you.

CNI, large orgs and public sector - NCSC alert
SMEs - Small business guide

Microbusinesses, sole traders - Cyber Action plan
Citizens - www.cyberaware.gov.uk
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https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.linkedin.com%2Fcompany%2Fnational-cyber-security-centre&data=04%7C01%7Calastair.c%40ncsc.gov.uk%7Cb3934c0d2c5f45f1e01808d9f068227e%7C14aa5744ece1474ea2d734f46dda64a1%7C0%7C0%7C637805152314263825%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=6pYx9LryrSD1ZuFmceB9SOtdDsFkOBMMPr5sS2BPtm0%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Ftwitter.com%2FNCSC%3Fref_src%3Dtwsrc%255Egoogle%257Ctwcamp%255Eserp%257Ctwgr%255Eauthor&data=04%7C01%7Calastair.c%40ncsc.gov.uk%7Cb3934c0d2c5f45f1e01808d9f068227e%7C14aa5744ece1474ea2d734f46dda64a1%7C0%7C0%7C637805152314263825%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=SahLvzXtOjtTd5ia6UyeosA3mfQi2Te8%2FPQCwQY0BjA%3D&reserved=0
https://www.ncsc.gov.uk/guidance/actions-to-take-when-the-cyber-threat-is-heightened?utm_source=linkedin&utm_medium=social&utm_campaign=NCSC-LI-large-230222&utm_id=NCSC-LI-large-230222
https://www.ncsc.gov.uk/collection/small-business-guide
https://www.ncsc.gov.uk/cyberaware/actionplan
http://www.cyberaware.gov.uk/

Information to note:

e National Cyber Strategy 2022 (15 Dec 2021)
e Cyber resilience package announcement (21 Jan)
o Profession consultation:
o Leqislation consultation:
o Incentives & Reqgulation Review:
o Secure Connected Places guidance collection -(15 December)
2022 Cyber Security Sectoral Analysis (17 Feb)
e Top Secret: From ciphers to cyber security: a free new exhibition in Bradford exploring
the fascinating world of codebreaking, ciphers and secret communications.
e DCMS cyber sector newsletter is regularly issued - please subscribe
cybersecurity@dcms.gov.uk
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https://www.gov.uk/government/publications/national-cyber-strategy-2022
https://www.gov.uk/government/news/new-laws-proposed-to-strengthen-the-uks-resilience-from-cyber-attack
https://www.gov.uk/government/consultations/embedding-standards-and-pathways-across-the-cyber-profession-by-2025
https://www.gov.uk/government/consultations/proposal-for-legislation-to-improve-the-uks-cyber-resilience
https://www.gov.uk/government/publications/2022-cyber-security-incentives-and-regulation-review
https://www.gov.uk/government/publications/secure-connected-places-smart-cities-guidance-collection
https://www.gov.uk/government/publications/cyber-security-sectoral-analysis-2022
https://www.scienceandmediamuseum.org.uk/whats-on/top-secret

